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IMPROVEMENTS NEEDED
IN PROPERTY MANAGEMENT

EXECUTIVE SUMMARY

The Office of Audit and Evaluation (OAE) reviewed the Office of Emergency Services’
(OES) property management practices during the period of July 1, 2007 through
December 31, 2008. This review was conducted to determine a baseline assessment
of the related internal controls in place at the time that the OAE was established, and to
comply with the Financial Integrity and State Manager's Accountability Act (FISMA).
The FISMA requires each agency to periodically report to the Department of Finance on
the adequacy of the agency’s systems of internal accounting and administrative
controls. This report has been prepared to address the risks and controls the OAE
identified in the OES’ property management practices.

The California State Administrative Manual (SAM) contains procedures designed to
maintain uniform accountability for state property. A combination of strong internal
controls and accurate accounting records must be in place to detect and protect against
the unauthorized use of state property.

The term “property” refers to all assets that are used in governmental operations.
Property includes land, buildings, improvements, computers, machinery, equipment,
furniture or furnishings, tools and intangibles. Property is capitalized in the accounting
records when the following criteria are met:

 The property has a normal useful life of at least one year;
e The property has a unit acquisition cost of at least $5,000; and
e The property is used to conduct state business.

While capitalized property is treated differently in accounting records, the SAM specifies
requirements for tracking and managing both capitalized and non-capitalized property.
Our review included both capitalized and non-capitalized fixed assets. (Fixed assets
include property as defined above, as opposed to liquid assets such as cash or bank
accounts.) We assessed the OES’ compliance with state standards for property
management, as it relates to the internal control framework in place at the OES, to
reduce risk of property mismanagement. Our review focused primarily on determining
whether the following conditions existed:

e Written procedures existed, and were followed, for acquiring, recording and
disposing of property;
Property was properly tagged when acquired, and readily identifiable;
There was adequate separation of duties related to property management
functions;
Excessive shrinkage occurred for any class of property;
A physical inventory was conducted every three years in accord with state policy;
Assignment, transfer, and disposition of property was properly recorded;
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e The OES was compliant with reporting requirements, including a determination of
negligence, when appropriate, for disposed, lost, stolen, or destroyed property;
and

e Transactions were properly approved and classified and were posted accurately
and timely to accounting records.

Results in Brief

Our review concluded that, at the time of the review, the OES internal control framework
in place did not ensure effective property management. We identified issues related to
inadequate policy, procedures, and practices for receiving, recording, tracking, and
disposing of property; separation of duties; reconciliation of accounting records; and
incomplete property databases.

Recommendations:
To address the deficiencies identified, the OAE recommends:

The agency should design and implement policy and procedures:

v To ensure that all property is promptly inspected, tagged and recorded
when delivered, and prior to distribution;

v To eliminate cross-functional operations for purchasing and receiving
property, and ensure proper segregation of duties, including limiting
the receiving/inspection function to stockroom staff;

v To comply with the SAM requirements for reporting of disposed, lost,
or stolen property;

v To govern the ongoing monitoring, transfer and disposal of property,
consistent with the requirements specified in the SAM, including, but
not limited to, periodic physical inventory verification and
documentation; and

v To comply with SAM requirements for the periodic reconciliation of
fixed asset entries from source documents with accounting control
records.

Management Response
and Corrective Action

In responding to our audit, agency management reported corrective actions were
underway and being planned. These corrective actions included updating policies and
procedures, training staff, conducting a physical inventory, and development of a new
inventory tracking database scheduled to be operational by December 30, 2009.



Cal EMA

Office of Audit and Evaluation
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BACKGROUND

Internal control review and reporting requirements are detailed in the Financial
Integrity and State Manager's Accountability Act of 1983 (FISMA). Chapters 69,
Statutes 2006 (effective July 12, 2006) amended the FISMA to require that
organization management conduct an internal review and prepare a report on the
adequacy of their organization’s system of internal control on a biennial basis.
Anytime within a biennial period, ending on December 31 of each odd-
numbered year, the head of each state agency must assure that an internal
review is conducted in accordance with the guidance provided by the California
Department of Finance. The review will evaluate compliance with the
requirements of the system of internal accounting and administrative control in
place at the time of the review.

The Office of Audit and Evaluation (OAE) is conducting a series of reviews in order to
establish a baseline measurement of internal control within the agency, since the
agency has not had an internal audit department previously. This review of property
management was conducted as a part of that series.

SCOPE

The scope of the audit was limited to review of the adequacy and efficiency of the Office
of Emergency Services’ (OES) property management policies, procedures, and internal
controls, as they relate to acquisitions, disposals, transfers, recording, and monitoring of
state property. We evaluated compliance with the regulations and requirements of the
California State Administrative Manual (SAM) and sound business practices. We
reviewed the OES’ mitigation of the risks associated with property management
policies. The scope of our review was the examination of records from July 1, 2007
through December 31, 2008. We conducted our review in accordance with the
International Standards for the Professional Practice of Internal Auditing promulgated by
the Institute of Internal Auditors.

To accomplish our primary objective, we performed the following:

e Interviewed OES staff;

e Reviewed the audits by any outside agencies to identify any prior issues and
note any corrective actions taken by management in response to these audit
reports;
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o Reviewed applicable criteria, rules and regulations identified in governing
statutes, administrative codes, California Code of Regulations, the SAM, and
existing OES policies and procedures; and

e Performed audit steps listed in the Audit Guide for the Evaluation of Internal
Control, published by the Department of Finance, with modifications as
appropriate for OES operations.

As a part of our activities, we reviewed various types of transactions, as the transactions
flowed from inception to final reporting; including receivables, accounting entries, the
Property Records Database, and the OES’ physical inventory and identity tagging
processes.

In developing our opinions, we considered inherent risks and management’s efforts
toward mitigating those risks. We have also included our observations and value-added
recommendations for mitigating risks. Management’s response to each recommendation
is included in a separately attached matrix.

METHODOLOGY

The SAM establishes property accounting procedures that are designed to maintain
uniform accountability for state property. A combination of accurate accounting records
and strong internal controls must be in place, in order to protect against and detect the
unauthorized use of property. The term “property” refers to all assets that are used in
governmental operations. Property includes land, buildings, improvements, computers,
machinery, equipment, furniture or furnishings, tools and intangibles. Property is
capitalized in the accounting records when the following criteria are met:

e The property has a normal useful life of at least one year;
e The property has a unit acquisition cost of at least $5,000.00; and
e The property is used to conduct state business.

Our review included both capitalized and non-capitalized property. We used the
standards established by the SAM to evaluate the degree that the OES systems of
internal control and accounting satisfied state requirements. In order for an internal
control and accounting system to be considered effective, it must encompass certain
elements:

o A plan of organization that provides segregation of duties appropriate to proper
safeguarding of assets;
o A plan that limits access to state assets to authorized personnel who require use
of these assets in the performance of their assigned duties;
e A system of authorization and record-keeping procedures adequate to provide
effective accounting control over assets, liabilities, revenues, and expenditures;
4,
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An established system of practices to be followed in performance of duties and
functions; and

An effective system of internal review.

In assessing the degree to which the OES met the specific standards established by the
SAM, our review focused primarily on a determination whether the following conditions
existed:

e © @ ©

Written procedures existed, and were followed, for acquiring, recording, and
disposing of property;

Property was properly tagged when acquired, and readily identifiable;

There was adequate separation of duties related to property management
functions;

Excessive shrinkage occurred for any class of property;

A physical inventory was conducted every three years in accord with state policy;
Assignment, transfer, and disposition of property was properly recorded;

The OES was compliant with reporting requirements, including a determination of
negligence, when appropriate, for disposed, lost, stolen, or destroyed property;
and

Transactions were properly approved and classified and were posted accurately
and promptly to accounting records.
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AUDIT ISSUES

Our review concluded that, at the time of the audit, the OES did not have an appropriate
internal control framework in place. We observed internal control issues and
weaknesses that could affect the agency’s ability to effectively manage state property.
We noted deficiencies in the following areas: receiving inventory; assignment, transfer,
and disposal of equipment; physical inventory practices; and certain accounting
activities. We also noted the property records and databases were not maintained and
duplicate incomplete databases existed.

In our opinion, the accounting and administrative controls over property management, in
effect at the OES at the time of our audit, taken as a whole, did not sufficiently meet the
standards necessary to be considered satisfactory and, as a result, we have concluded

that a control deficiency exists.

For purposes of this review, the OES’ activities were grouped and analyzed using the
following general categories:

e Overall internal controls;

e Purchasing and receiving of inventory;

e Disposals, transfers and assignments of property;
e Accounting;

e Physical inventory; and

e Previous audit findings.

The attached matrix details our objectives, observations, and recommendations for the
scope of the review.
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CONCLUSION

We limited the scope of this review to the areas specified in the Background, Scope,
and Methodology sections of this report. Our review concluded that, at the time of the
review, the OES did not have an appropriate internal control framework in place to
ensure effective property management. In our opinion, the accounting and
administrative controls over property management, taken as a whole, did not sufficiently
meet the standards necessary to be considered satisfactory.

Since our fieldwork for this audit was concluded, agency staff have taken steps to

improve property controls. Agency management's response to this audit is included as
an appendix to this report.

Respectfully submitted,

Penny Krueger
Chief, Office of Audit and Evaluation

Date: June 2009

Staff: Frances Jens
Melanie Kee
Roger Kramer



APPENDIX A
MANAGEMENT RESPONSES

PROCUREMENT AND LOGISTICS BRANCH RESPONSE
FISCAL SERVICES RESPONSE
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